THE HEATHLAND SCHOOL
CCTV Policy
Introduction
The purpose of this policy is to regulate the management, operation and use of the closed circuit television (CCTV) system at The Heathland School. 
The system comprises a number of fixed and dome cameras located around the school site. All cameras are monitored from a central control room within the site office.
This policy follows General Data Protection Regulations and will be subject to review annually.
The CCTV system is owned by the school.
1. Objectives of the CCTV scheme
1. To protect the school buildings and assets
2. To increase personal safety and reduce the fear of crime
3. To protect members of the public and private property
4. To assist in managing the school
5. To assist in investigating incidents and accidents that happen in school.

2. Legal framework
This policy has due regard to legislation and statutory guidance, including, but not limited to the following:
· The Regulation of Investigatory Powers Act 2000
· The Protection of Freedoms Act 2012
· The General Data Protection Regulation (GDPR)
· The Data Protection Act 2018
· The Freedom of Information Act 2000
· The Education (Pupil Information) (England) Regulations 2005 (as amended in 2016)
· The Freedom of Information and Data Protection (Appropriate Limit and Fees) Regulations 2004
· The School Standards and Framework Act 1998
· The Children Act 1989
· The Children Act 2004
· The Equality Act 2010.

3.  Statement of intent
The CCTV Scheme will be registered with the Information Commissioner under the terms of the Data Protection Act 2018 and will seek to comply with the requirements both of the Data Protection Act and the Commissioner's Code of Practice. The school will treat the system and all information, documents and recordings obtained and used as data which are protected by the Act. The school understands that recording images of identifiable individuals constitutes as processing personal information, so it is done in line with data protection principles 
https://ico.org.uk/for-organisations/guide-to-data-protection-1998/encryption/scenarios/cctv/ 
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf
Please note: The following information has not been updated since the Data Protection Act 2018 became law. Although there may be some subtle differences between the guidance in this document and guidance reflecting the new law – the ICO still consider the information useful to those in the media. 
Cameras will be used to monitor activities within the school, its car parks and other public areas to identify criminal activity actually occurring, anticipated, or perceived, and for the purpose of securing the safety and well-being of the school, together with its visitors.
The location of CCTV cameras will give maximum effectiveness and efficiency, but it is not possible to guarantee that the system will cover or detect every single incident taking place in the areas of coverage.
4. Operation of the system
The Site Manager will check and confirm the efficiency of the system daily and in particular that the equipment is properly recording and that cameras are functional.
The day-to-day management will be the responsibility of both the Site Manager during the day and the Site Team out of hours and at weekends.
The control room will be managed by the Site Team.
Staff who are given permission to view CCTV footage by the Headteacher will be given a copy of this policy. 
If a member of staff or external person / body would like to review CCTV footage, permission must be sought from the Headteacher or a member of Senior Management Team in his absence. 
5.  Access to CCTV images
Due to data protection, access to the Site Office containing CCTV will be strictly limited to the SMT, Assistant Headteachers, School Business Manager, Heads of Year, and the Site Team and staff given permission to view CCTV footage. 
Visitors and other contractors wishing to enter the site office containing CCTV, will be subject to particular arrangement. The Site Team operators must satisfy themselves over the identity of any other visitors to the site office and the purpose of the visit. Where any doubt exists access will be refused. Details of all visits and visitors will be recorded in a CCTV log book. 
Visitors or any other persons are not permitted to view either live or recorded CCTV footage. 
All viewing of CCTV will be recorded in a log book recording the : date, time, name of operator, name of person viewing CCTV footage and most importantly the reason for doing so. 
Staff will not use CCTV footage for any other purpose other than what it was originally used for e.g. investigating a fight
Staff will not discuss with other parties (who are not involved within the investigation) what they have seen on CCTV, unless there is a safeguarding concern that is not being addressed by the school. 
The police may require the school to retain recordings for possible use as evidence in the future. Applications received from outside bodies (e.g. solicitors) to view or release recordings will be referred to the Headteacher.

Releasing the recorded images to third parties will be permitted only in the following limited and prescribed circumstances, and to the extent required or permitted by law:
· The police – where the images recorded would assist in a specific criminal inquiry
· Prosecution agencies – such as the Crown Prosecution Service (CPS)
· Requests for access or disclosure will be recorded and the Headteacher will make the final decision as to whether recorded images may be released to persons other than the police.

6.  Breaches of the code (including breaches of security)
Any breach of the policy by school staff will be reported to the Headteacher, in order for him to take the appropriate investigation which may lead to disciplinary action. 
7.  Storage and Retention of CCTV images
Recorded data will not be retained for longer than is necessary. While retained, the integrity of the recordings will be maintained to ensure their evidential value and to protect the rights of the people whose images have been recorded. Only school devices will be used to store CCTV images. 
8.  Complaints
Any complaints about the school’s CCTV system should be addressed to the Headteacher.
9.  Review
Performance monitoring, including random operating checks, may be carried out by the Site Manager, School Business Manager and members of the SMT. The policy will be reviewed annually by the Deputy Head (Sixth Form and Resources)
This policy links with other school policies and key procedures, particularly:

· Code of Conduct
· ICT Acceptable Usage Policy
· Data Protection Policy and schedule 
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